Abstract: This paper proposes a Secure, robust and intelligent watermarking approach based on Redundant Wavelet Transform, Singular Value Decomposition and Genetic Algorithm. Here the robustness. The proposed watermarking scheme accomplishes RWT and SVD for feature extraction and the GA for optimization. Further this approach proposes a signature embedding mechanism by which the watermarked image will be more secure. The Genetic Algorithm proposed in this approach adopts intelligent property and the signature process adopts more security. Further the combination of RWT and SVD adopts the robustness to the proposed approach. Numerous experiments are conducted over the proposed approach and the performance is evaluated through the performance metrics such as Peak Signal to Noise ratio (PSNR) and Normalized Correlation (NC). The obtained experimental results demonstrates that the proposed approach is superior compared to conventional approach and is able to provide efficient resistance over Gaussian noise, salt & pepper noise, median filtering, cropping, rotation, contrast enhancement, scaling and Histogram Equalization attacks.
Introduction
Currently, with rapid growth of the Internet and digital media, large amounts of media data are transmitted through the Internet due to its convenience and amazing speed. Digital media content and copyright are confronted with great challenges. Many researchers are aware of the importance of copyright protection, image authentication, and so forth, and they have great interest in applying watermarking scheme into digital multimedia for copyright protection [1, 2] . One of the most important branches in digital watermarking community is robust watermarking, which aims at achieving robustness, imperceptibility, and high security simultaneously [3] . According to the domain used for embedding, the current schemes of digital watermark are basically classified into two types [4] : (i) Spatial domain; (ii) Transform domain.
Spatial domain methods embed a watermark via modifications to the pixel values of an original image. Transform-domain schemes embed a watermark via modifications to the coefficients of the corresponding transformed-domain image of an original image. The transform domain involves discrete Fourier transform (DFT), discrete cosine transform (DCT), and discrete wavelet transform (DWT), etc.
This paper proposes a novel image watermarking technique based on Redundant Wavelet Transform (RWT) and Genetic Algorithm (GA). Compared to the conventional wavelet transforms, the RWT reduces the information loss in the extracted watermark. Since, the RWT is shift invariant, the watermark extraction leads to more accurate and effective watermark at the extraction stage. Further the GA is used for the optimization of watermarking constant, alpha. To ensure the security of the watermark, a novel signature is embedded in the watermarked image by which the attacker can't acquire the information even though he/she attacks the watermarked image. This is the main advantage of the proposed approach which was not focused in the earlier approaches mostly. To show the efficiency of proposed approach, various images were processed for testing. Finally, the robustness of proposed approach was tested by applying various attacks on the watermarked image. The rest of the paper is organized as follows: section 2 illustrates the complete details about the related work. Section 3 illustrates the details about the indents of proposed watermarking technique such as Genetic Algorithm, Discrete wavelet transform, Redundant Wavelet transform and the singular value decomposition. The complete detail of proposed watermarking methodology is illustrated in section 4. The performance evaluation of proposed approach is described in section 5. A comparative analysis carried out between proposed and an earlier approach is also represented in this section. Finally, section 6 concludes the paper.
Related work
In general, the digital watermarking algorithms can be classified into two classes depending on the domain of watermark embedding. The first group belongs to the algorithms which use the spatial domain for data hiding [5, 6] while algorithms of the second group take advantage of transformation domains like discrete cosine transform (DCT) [7, 8] , discrete Fourier transform (DFT) [9] and discrete wavelet transform (DWT) [10] [11] [12] [13] [14] [15] for watermarking purpose. Though the spatial domain approaches are simple and less complex, the common drawback of the all the spatial domain image watermarking approaches is reduced security. Due to the image representation in its original format, the attacker can acquire the embedded data more easily. Further the previous works reveal that transform domain schemes are typically more robust to noise, common image processing and compression when compared with the spatial transform schemes [16] . In [11] a secure image watermarking scheme was proposed based on the integer wavelet transform and singular value decomposition. However the information loss is observed to be more in this approach due to the IWT. Further the proposed artificial bee colony (ABC) based image watermarking scheme in [12] . Here the ABC algorithm was accomplished for the optimization of watermarking constant but the convergence of ABC is observed to be more. To achieve higher resistance over image processing attacks, a hybrid method was proposed in [13] based on DWT, FFT and SVD. Though this approach achieves good results for image processing attacks, this is not robust for geometric attacks like cropping, rescaling etc. A similar approach is developed in [14] by accomplishing the particle swarm optimization along with DWT and SVD. Here the PSO optimizes the watermarking constant, but not focused over the attacks which were not secure. Further these methods typically provide higher image imperceptibility and are much more robust to image manipulations, but the computational cost is higher than spatial domain watermarking methods. The performance of watermarking methods was further improved by combining two or more transformations [17] .
The singular value decomposition (SVD) is extensively used in image watermarking field in recent years due to its features. However, various researchers pointed out the false positive detection problem in most of the SVD-based algorithms [18, 21, 22, 24] . To counter this problem, numerous researchers have proposed improved versions of SVD-based image watermarking schemes. A robust image watermarking scheme based on SVD that embeds the entire watermark is given in [20] . There are two versions of this scheme depending on the implementation of SVD, to entire cover image and block-wise. The imperceptibility of an image watermarking scheme using block based SVD proposed in [19] is improved by incorporating compensation operation.
Though the features extracted are robust for so many attacks, the efficiency of watermarking approach also depends on the watermarking constant. There are so many approaches proposed in earlier towards the optimization of watermarking constant. PSO is an intelligent algorithm that using the stochastic, population-based computer algorithm for problem solving. Zheng [21] applied the PSO to search the embedding location of the integer DCT coefficients in a block to optimize the requirement of imperceptibility and robustness in watermarking. [22] and [23] utilized the PSO method to search for the optimal energy of embedding watermark to balance the quality and robustness of watermarked image. However the extracted watermark image through this approach contains a diagonal line due to the accomplishment of IWT. 
Wavelet transform (WT)
In DWT, a time scale representation of digital signal is obtained using digital filtering techniques. The signal to be analyzed is passed through filters with different cutoff frequencies at different scales. Each level of decomposition of DWT decomposes an image into four subbands, namely , , , and . The lower resolution approximation subband ( ) that contains a rough description of the image is obtained by passing the digital signal through a low-low filter in both directions. The and subbands are obtained by passing through a low-pass filter in one direction and through a highpass filter in another direction. The subband is high-pass filtered in both directions and contains the high-frequency components along the diagonals. After the image is processed by the wavelet transform, most of the information contained in the original image is concentrated into the image. contains mostly the vertical detail information which corresponds to horizontal edges.
represents the horizontal detail information from the vertical edges. DWT is very useful to determine areas in the original image where a watermark can be imperceptibly inserted because of its excellent Spatio-frequency localization properties. So, it is commonly used for watermarking. On the other hand, DWT has a lot of disadvantages. The major disadvantage is the shift variant. This occurs due to the down-sampling process after each level of filtering, which causes a significant change in the wavelet coefficients of the image even for minor shifts in it. This leads to inaccurate extraction of the watermark data and the cover image. RWT is established to overcome that problem because it is shift invariant.
Singular value decomposition (SVD)
SVD is an important tool in linear algebra, which is widely applied in many research fields such as principal component analysis, canonical correlation analysis and data compression. Let X denotes a matrix with size M×N. The decomposition for X can be represented by Eq. (1),
Where U and V components are composed of eigenvectors of matrix X, and T represents the conjugate transpose operation. The U and V T components are called the left eigenvector and right eigenvector, respectively. The two components are also orthogonal matrices, which can be specified by Eq. (2),
Where and are identity matrices with size M×M and N×N, respectively. The component S is a singular value matrix in SVD domain, and is a diagonal matrix with non-negative real numbers,
Where (1,1) ≥ (2,2) ≥ ⋯ ≥ ( , ) ≥ 0
Genetic algorithm
Genetic algorithm is one of the most widely used artificial intelligent techniques belonging to the area of evolutionary computation. Usually, a simple GA is mainly composed of three operations: selection, genetic operation, and replacement. Initially, a population is randomly generated. The fitness function then uses objective values from objective function to evaluate the fitness of each chromosome. The fitter chromosome has the greater chance to survive during the evolution process. The objective function is problem specific; its objective value can represent the system performance index (e.g., an error). Next, a particular group of chromosomes is chosen from the population to be parents. The offspring is then generated from these parents by using genetic operations, which normally are crossover and mutation. Similar to their parents, the fitness of the offspring is evaluated and used in replacement processes in order to replace the chromosomes in the current population by the selected offspring. The GA cycle is then repeated until a desired termination criterion is satisfied, for example, the maximum number of generations is reached or the objective value is below the threshold.
Proposed method
The complete details of the proposed approach are illustrated in this section. The proposed approach is accomplished in two phases, embedding phase and extracting phase. 
Embedding procedure
Here, the GA is used twice for the selection of watermarking constant alpha (∝ ). Generally, the singular values of LL sub-band are much more than the singular value of remaining sub-bands such as LH, HL and HH. So, two watermarking constants are derived through GA. They are designated as ∝ and ∝ , ∈ , , for embedding of singular values of LL sub-band of Host image (X) with singular value of LL band of watermark image (W) and the embedding of remaining bands respectively. Since, it is already revealed that, as the value of watermarking constant increases, it increases the robustness but decreases the quality. Also, the LL band having fewer variations whose effect will be less on the watermark, the watermarking constant ∝ will be chosen as high compared to ∝ . For both, GA gives the optimized value such that there will be a tradeoff between the robustness and imperceptibility. The details procedure of embedding is described below:
Step 1: Decompose the Host image (X) through RWT into the four sub-bands such as LL, LH, HL and HH.
Step 2: Perform SVD for LL band and also for remaining bands as
Step 3: Decompose the watermark image (W) through RWT into the four sub-bands such as LL, LH, HL and HH.
Step 4: Perform SVD for LL band and also for remaining bands as
Step 5: Modify the singular values ( ) of every band of host image by embedding the singular values ( ) of every band of watermark image as
Where are the singular values of LL band of watermarked image, are the singular values of remaining bands of watermarked image. Here the ∝ value is optimized through the GA.
Step 6: apply inverse SVD on the altered singular values of all bands. The new bands are denoted as , , ,
Step 7: The watermarked image is then obtained after applying the inverse RWT on the four sets of modified RWT coefficients.
Where, WI represents the watermarked image.
Extraction procedure
Here, the extraction is applied to extract the watermark image. The main intention of RWT is to reduce the information loss. Here, the same RWT is applied on the distorted watermarked image denoted as * . The same optimization procedure is carried out here through GA to find the efficient watermarking constant for both LL band extraction and remaining bands extraction. The complete procedure is described below:
Step 1: decompose the distorted watermarked image * through RWT into sub-bands such as LL, LH, HL and HH.
Step 2: Perform SVD for LL band and also for remaining bands as * = ( )
Step 3 
Step 4: then the distorted bands will be obtained by performing SVD on the obtained singular values of all bands as * , * , * , * .
Step 5: Then the final watermark can be extracted by applying inverse RWT on the obtained distorted wavelet bands as 
Where * is the extracted watermark.
Step 6. Evaluate peak Signal to Noise Ratio (PSNR) and Normalized Correlation (NC) between the original and extracted watermark images.
Step 7. Apply Genetic Algorithm in an iterative fashion until achieving the optimal fitness function. The fitness function is derived from NC as follows
Where is original watermark and * , represents the extracted watermark through the proposed approach characterized by the position of the jth particle. The smaller fitness value means the better robustness. Here, signifies the number of attacks,
Signature embedding procedure
Step 1: Apply SVD to the modified LL band.
Step 2: consider the U and V matrices and generate a digest for both U and V through SHA-1 algorithm as Digest (U) = SHA-1(U) Digest (V) = SHA-1(V)
Step 3: perform bitwise XOR operation between Digest(U) and Digest(V) and name it as TMP1.
Step 4: Generate a secret key having same size of TMP1 and perform XOR operation between TMP1 and Secret key, name it as TMP2.
Step 5: choose first eight bits of the TMP2 as a digital signature.
Step 6: divide the modified LL band into 8*8 blocks.
Step 7: Pick up eight blocks based on the secret key and perform SVD for all eight blocks.
Step 8: Consider the U matrix(U r,c ) of every block and round of the values in the U matrix to less than or greater than to its nearest integer after multiplying with 10, U r,c m = ⌊U r,c ⌋.
Step Step 10: Perform inverse SVD for all the blocks and reconstruct the modified LL band.
Signature extraction procedure
Step 1: divide the LL band into 8x8 blocks.
Step 2: Select the blocks based on the secret key
Step 3: perform SVD for all the selected blocks
Step 4: Examine the U r,c through the following condition:
is the digital signature length.
Simulation results
The proposed waterarking apporach was implemented using MATLAB. To test the proposed apporach various test images are considreed and the size of host image is kept as 128*128 and the watermark image 128*128. The evaluation of the performance of proposed apporach under various circumstances was conducted in terms of imperceptibility and robustness against various attacks. The most widely used criteria are the peak signal-to-noise ratio (PSNR) and the normalized correlation (NC), which are employed consecutively. The PSNR is utilized to estimate the imperceptibility, a term used to evaluate the similarity between a host image and a water-marked image, and can be defined as follows:
Where =original watermark image * = extracted watermark image
Various types of attacks are accomplished over the In this test case, the signed watermarked image is not subjeced to any attack. The signed watermarked image is passed to extrcation unit as it is without any modification and for the extracted watermark, the performance metrics are evaluated.
In the case of attack scenario, the signed watermaekd image is subjeted to attacks and the it is passed to extrcation unit to reveal te performance of proposed approach. Further the obtained rsults of watermarked image and the extracted image are shown in the Fig.3 illustrates the perfomrance of proposed approach under various test cases for a given Baboon host and Cameramann watermark image. The PSNR is observed to be high for the proposed apprach compared to the conventional one for the both attack a dno-attack scenarios. Since there is optimization at both fetaure extrcation leve and also atembedding phase, the quality of image is preserved in an efficient manner. Along with the PSNR, the NC also observed to be high for the proposed approach compared to the conventional apporach.Since the proposed apporach adopts a new signature based authentication mechanism the watermarked image is more robust to all types of atacks. Similarly Fig. 4 reveals the performance of proposed apporach for the test case of Peppers with cameramann image. For this case also the proposed approach is said to be achiveed better results compare to conventional approach.
Conclusion
In this paper, a new image waterarking approach was proposed based on redundant wavelet transform and Genetic Algorithm. The main objective of RWT is to reduce the information loss which is the main drawback with conventional discrete wavelet ransforms. GAis utilized to optimize the strength of watermarking constnat such that there should be a tradeoff between the robustness and the imperceptibility. Simulation is carreid out over various images and also over various attacks. An optimized alpha value is selected by considering all the attacks through GA algorithm. In this approach, the alpha optimization is carried out for two phases, one is for low varinat information (LL band) and another is for high varinat information (LH,HL and HH bands). The range of watermarking constnat derived through GA for LL band is high compared to the watermarking constant of remaining bands. The sumulation results also revealed that the proposed approach is robust for all types of atacks compared with conventional approach. On an average the proposed approach achieved an increment of 8.8175dB and 0.0042 in the PSNR and NC respectively form the conventional DWT-SVD-PSO approach.
This approach focused on the complete sub bands obtained afetr RWT for embedding. Though this approach achives an efficient reslience towards all types of attacks. The computational time is more. In future this problem can be solved by prospoing a 
